
LESSON 17
Mobile Devices



WARNING
The Hacker Highschool Project is a learning tool and as with any learning tool there

are  dangers.  Some  lessons,  if  abused,  may  result  in  physical  injury.  Some  additional
dangers  may  also  exist  where  there  is  not  enough  research  on  possible  effects  of
emanations  from  particular  technologies.  Students  using  these  lessons  should  be
supervised  yet  encouraged  to  learn,  try,  and  do.  However  ISECOM  cannot  accept
responsibility for how any information herein is abused. 

The following lessons and workbooks are open and publicly available under the following
terms and conditions of ISECOM:

All  works  in  the  Hacker  Highschool Project  are  provided for  non-commercial  use with
elementary school students, junior high school students, and high school students whether
in a public institution, private institution, or a part of home-schooling. These materials may
not be reproduced for sale in any form. The provision of any class, course, training, or
camp with these materials for which a fee is charged is expressly forbidden without a
license,  including  college  classes,  university  classes,  trade-school  classes,  summer  or
computer camps, and similar. To purchase a license, visit the LICENSE section of the HHS
web page at http://www.hackerhighschool.org/licensing.html.

The HHS Project is an open community effort and if you find value in this project, we ask
that you support us through the purchase of a license, a donation, or sponsorship.
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Foreword From Glenn Norman, Project Manager, 2012-1016

I  first  got  in  touch  with  Pete  Herzog  and ISECOM (http://isecom.org)  in  2010  through
LinkedIn because, as a professional editor, I thought I could make a contribution to the
writing and layout of some of his products. Initially I thought about working on the OSSTMM
(http://osstmm.org), but accepted Pete’s offer to work on lessons for Hacker Highschool
(http://hackerhighschool.org).  In  2012  Pete  asked  me  to  take  on  the  job  of  unpaid
volunteer Project Manager for the Hacker Highschool Version 2 Rewrite Project, which I
accepted.

Over the next four years I managed over 10,000 emails, almost 100 contributors and over
200 supporters of the project. Some of the lessons went through as many as 50 drafts, all of
which I  managed and edited. I learned a tremendous lot about hacking, hackers and
hacker  culture,  most  of  it  positive.  By 2016,  however,  financial  pressures  forced me to
relinquish the role of Project Manager.

The  Hacker  Highschool  materials  are  open  and free  to  the  public,  released under  a
Creative Commons Non-Commercial, No Deriviatives, Attribution Required License, which
is  an extension of  copyright  not  formally embodied in  law. Formal, legal  copyright,  of
course, is always owned by the creator of a work, unless the creator is paid, or signs away
rights in a contract. This means that all materials contributed to Hacker Highschool remain
the copyright property of the contributors.

After my departure, ISECOM chose to keep our contributions but remove the names of
several people from the Contributors pages, including mine.

So to  preserve  record  of  the  contributions  of  the  many  good  people  of  the  Hacker
Highschool rewrite project, here are the lessons that are my work product as the volunteer
Project Manager of the Hacker Highschool Version 2 Rewrite Project from 2012-2016.

Parts  of  these  lessons  are  Copyright ©  2016  Glenn  Norman,  including  editing,
arrangement, verifying and integrating contributed materials, and original text. All rights
are reserved, though these documents may be freely distributed provided this statement
remains intact.

All  other  materials  remain  the  copyrighted  property  of  their  respective  contributors ,
beyond their use and acknowledgment in Hacker Highschool Version 2.
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Introduction and Objectives

When you enter a room, you'll probably see someone with a mobile phone in their hands.
It could be a smartphone or a dumb-phone - as we can call the old devices - but think
about all the information it involves. We see a lot of different Operating Systems for mobile
devices and you truly have to understand all the risks or functions you can find on them.
When  you  carry  your  mobile  device,  all  your  data  is  with  it.  Probably  you'll  find  your
contacts,  emails, and social  network accounts. So, what can you do with  your mobile
device? And this question is what we will try to answer in this module. 

We'll  talk  about  all  the  things  you can do with  your  mobile,  including some hacking,
information gathering or protecting them against  possible threats. We will  also have to
discuss how to interact with  them in order to be aware of all  we can do with  mobile
devices.

We will discuss commands and basic tools for you to interact with mobile devices. At the
end of this lesson, you should be familiar with the following.

• General specifications about Android, iOS, BlackBerry, Windows Phone and Symbian

• Communications protocols and networks

• Threats and security tools
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Your Phone Everywhere

If we could describe the most simple scenario for what mobile phones are for, we can talk
about our need to be in touch with  our family, friends and so on. So actually, having a
mobile phone means that you're connected to a network where others can contact you.
From a certain point of view, it would be like being on the Internet, but that didn't happen
until smartphones came out. 

When you are connected to a wireless phone network, the device – also known as a
terminal -  uses  radio frequencies  to  communicate  with  the  base  stations.  These  base
stations  belong  to  the  different  cells  and  all  the  cells  make  you  available  for  when
someone calls you. If you have your wireless phone next to you, try to check your signal
and figure out  your  phone generation.  Mobile phone generations  are not  only about
adding a camera, gyroscope and so on; there are also some network types and phone
generations.  Each  generation  differs  for  standards  used,  frequencies,  interoperability,
services  and  speed  (speed  is  theoretical  and  depends  on  terminal  used,  distances
between base station and terminal and network status):

• 0G: analog networks, considered pre-cellular using macro-cells, between '40s and '80s
on 450 Mhz, principally mounted on cars and trucks. You can see big phones on cars
from some films.

• 1G:  analog networks  from the  end of '80s  on different  frequencies  depending on
country. Some standards are NMT (Nordic Mobile Telephone) in Northern Europe and
Russia, TACS (Total  Access Communications System) and ETACS (Extended TACS) in
Europe and South Africa, AMPS (Advanced Mobile Phone System) in North America
and Australia. A typical threat was phone cloning.

• 2G: digital networks from the first '90s typically  on 900, 1800 and 1900 Mhz. Principal
standard is  GSM (Global System for Mobile Communications) with different channel
access  methods:  CDMA  (Code  Division  Multiple  Access) or TDMA  (Time  Division
Multiple  Access). Differences  between  1G –  considering  digital  networking  –  are
authentication and cryptography, the possibility of data services such as SMS (Short
Message Service) also known as Text Messages and interoperability. Some evolution
of this generation are:

◦ 2.5G: for GPRS (General Packet Radio Service) which introduces Packet Switching,
It is now possible to use IP (Internet Protocol) up to 114 kbps.

◦ 2.75G: for EDGE (Enchanted Data rates for GSM Evolution) which adds speed up to
200 kbps and Evolved EDGE up to 1 Mbps.

• 3G:  digital  networks  from  late  2000s.  Main  standard  is  UMTS  (Universal  Mobile
Telecommunications System) with new frequencies used, and not only did customers
need to buy a new phone, carriers needed to upgrade base-stations. UMTS is based
on  W-CDMA  (Wideband  CDMA),  CDMA  2000  and  TD-SCDMA  (Time  Division
Syncronous CDMA). With more bandwidth, up to 384 kbps, it is possible to offer video-
calls and high-speed connections. 3G has also an evolution:

• 3.5G: for HSPA (High-Speed Packet Access) on Downlink (HSDPA) up to 14.4 Mbps or
Uplink (HSUPA) up to 5.76 Mbps, and HSPA+ (HSPA Evolution) up to 50 Mbps.

• 4G:   From  2011.  An  all-IP  network  using  either  WirelessMAN-Advanced  release  2
(Based on the WiMAX IEEE 802.16m standard) and LTE-Advance (based on cellular's
LTE standard), instead of CDMA systems. It uses a scalable channel bandwidth of 5-20
MHz, optionally up to 40 MHz. Peak data rates are approximately 100Mbits/s. 

Another interesting fact about 4G is that the ITU-R (International Telecommunications
Union-Radio  communications  sector)  set  up  requirements  for  the  4G  designation
called IMT-Advanced (International Mobile Telecommunications - Advanced). They
admitted  that  currently  the  phones  being  called 4G do not  meet  the  minimum
requirements, but have allowed the use of the 4g label because they are considered
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the  forerunners  to  reaching  the  regulations  and provide significant  improvements
from 3g. The first LTE-Advanced networks are do to come out in 2013.

Figure 17.1: Smart phones

Exercises

17.1 For each of your mobile devices, find out how many different interfaces it
has  that  can  be  used  to  introduce  data  or  applications.  Common  examples
include WiFi, 3G or 4G, Bluetooth, synchronization services. Does the device use SIM
cards,  microSD  or  SD  cards,  a  USB  or  proprietary  data  interface?  Keep  this
information handy.

17.2 For  each of  your  mobile  devices,  find out  whether  it  has  any of  these
“features”:  GPS; accelerometers or other geolocation or geotagging capabilities;
Bluetooth (and the version); cameras (how many, facing where, and controlled
how)?

17.3 For each feature on each device, think about how you could abuse that
feature. For example:  can you track someone using their smartphone GPS? Could
this be used to monitor their driving routes? Search for software on the Internet that
has  the  capability  of  exploiting  the  features  on each of your  devices.  Find out
whether it can be installed or whether you must first “jailbreak” or “root” the device.

17.4 If  you  have  an  Android  device,  search  the  Internet  or  the  Web  for
information on CarrierIQ. Find out how to detect whether your device has CarrierIQ
installed and check for it. Find out what it could report back to the carrier. Find out
how to remove CarrierIQ from your device.

17.5 For each device, is it possible to turn that device into a “hacking tool” to
attack other devices? Does such software exist on the Internet? What happens to
your  mobile  device  when  you  use  such  software  –  does  it  need  jailbroken  or
rooted? Does the operating system get replaced? Does any of this void any of the
warranty?
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Game On: Bullying Messages

“Jace, I need your help,” the unkept tan haired teen frantically asked Jace. Coolly
had sprinted across the street as soon as he spotted the hacker. With a bit of anger
Jace closed her eyes thinking, I don’t need this right now. She looked downward to
the sidewalk and maintained her brisk pace towards the sanctuary of her apartment.
Jace just wanted to be left alone. 

Intentionally, the motivated sprinter blocked her path so Jace reacted and dodged
around to his left, towards the parked cars along the street. 

“Come on Jace, I need some help. You owe me, remember?” 

Jace  swiftly  spun  around  at  Coolly  with  an  outright  snarl.  “I  don’t  own  you
nothing! Nothing, ya hear me!” she shot the words between her teeth.

Coolly crossed the line of friendship by trying to remind Jace that he and his family
had attended her mother’s funeral. Somehow, he thought he could use that act as
leverage. He was wrong. Coolly had lit the fuse of fury. 

Jace approached the  teen as a wolf  might  approach that  evening’s  meal, with
purpose and conservation of energy. Her eyes narrowed into black pinpoints while
her back arched forward and broad. Her elbows, bent outwards, seemed to increase
her size and her viciousness. 

“Woah, woah, woah, easy now Jace. I didn’t mean to say....“

“Say  what!  Say  what. You  said  I  owe  you  a  favor,”  Jace  stalked  closer  as  the
retreating teen recanted his words.

“I’m sorry, really I am. It’s just that I need your help. You’re the only one I know that
can help me with Glorian.”

She  slowed  her  approach  when  she  see  realized  they  were  being  watched  by
surprised neighbors. Glorian was a person whose mention could and did stop Jace in
her tracks. Glorian was a carnivorous animal who took pleasure in other’s people’s
pain, a brute of a female, and a master of bullies. 

Over the years, Jace had her share of bruises and welts  given by Glorian. That all
ended when Jace hacked into Glorian’s family savings account and transferred all
the  money  to  a  local  hospital. Glorain  didn’t  mess  with  Jace  after  that
incident. Nothing  could  be  proven  about  the  hack  but  everyone  at  the  school
suspected what had happened.

Jace asked Coolly, “What about her?” 

Coolly returned with, “Have you seen her lately? She looks like a rhinoceros mated
with a phone booth. When she walks, her backside looks like two garbage trucks are
racing each other side by side. She's mean, ugly, and massive.” He shook his head
and said, “That is no way to go through life.”

“So,”  Jace  reacted,  acting  like  her  precious  time  was  being  abused  by  this
conversation. 

Coolly waved Jace over to a shaded spot and continued, “A few weeks back I was
called in to the school office and accused of being a cyberbully. Imagine that, me a
cyberbully. The school VP showed me a couple of cellphone text messages that said
a bunch of nasty stuff about Glorian. Then, they showed me a video message of me
kicking her and running away. They said the messages came from me, from my cell
phone and I sent them to her phone.”

Jace raised her  eyebrows only enough to  show the  tiniest  interest.  Coolly added,
“Kicking Glorian would be like kicking a brick building, useless and painful to your own
foot.”
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“The school made me sign a 'Distance limiter and no contact' agreement. The paper
says that I have to stay at least 100 feet away from her at all times and that I’m not
allowed  to  make  any  contact  with  her,  physically,  vocally,  electronically,  or
whatever. First off, I wouldn’t be seen dead with that beast and secondly, why would
I ever want to contact her?” He made a stink face as he said the last part.  Coolly
paused for a second before he said, “She’s pure evil.” 

Jace folded her arms to look bored as she replied, “So.” 

“So, so, I didn’t do it!”

Jace made an attempt to calm Coolly down, “What I mean is “So what do you want
from me.””

The smile on his face lit up like a light bulb, “I need your help to show I didn’t send any
of those messages.” 

Jace returned the smile with the thought of stopping Glorian from ruining any more
lives. Jace said, “Show me the messages.”

“I don’t have them,” Coolly stopped smiling and so did Jace.

Game continues ...

What is Mobile Phone Hacking?

Phreaking

Even when phones were not mobile, a lot of people tried to understand how they work. If
we want to talk about the first phone hacker we will have to mention to Captain Crunch
(John Draper). He figured out that a whistle that was, at the time, packaged in boxes of
Cap’n Crunch cereal could emit a tone at 2600 hertz, curiously the same frequency that
was used by AT&T long lines and made him able to route a new call for free to anywhere
he wanted. This has been known and phreaking (phone + freak), hacking networks.

Phracking

Now a few decades later we can still talk about phone hacking (phracking) but now it
involves  newer  technology.  Modern  mobile phones,  or  smartphones,  have  a  lot  of
functionality such as Internet access, high resolution cameras and tons of applications we
can download from different  repositories.  This  means to  hacking devices,  not  network
itself.

All of these caught the attention of attackers to get information from users, or deceive
them in  order  to  install  malicious applications  and (usually) steal  their  money. We will
explain how to understand theses risks and stay secure while we use our mobile phones.

Jailbreaking

You  may  have  heard  the  term  "jailbreaking"  when  it  comes  to  Androids  and
iPhones/iPads, but what does this really mean? No, there's no cell phone prisons out there,
with smart phones that have done stupid things and are stuck wearing stripped cases.
When you get your new smartphone, you only have limited access options to what you
can do with it. It seems like a lot, and for most people, they can do everything they want.
You can browse the internet, play games, text until your thumbs evolve into points, and
most importantly, call your mother and tell her you're alright. But there are some people
out there who want everything. 

Imagine bringing home a new laptop. Excitedly you tear into the box, plug it in, and hit
that power button. At blazing fast speed Windows loads up, you enter your information,
log in, and you are ready to do everything you couldn't do on the slower laptop you got
last year. So, you go to install your own software onto it, but you can't. You can only install
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certain programs that Windows wants you to install. Well, that's what happens when you
buy your smart phone. You can only do the things your provider wants you to. For the
people who want it all, they can jailbreak their phone. 

Jailbreaking, also called rooting, involves using a program to give yourself root access on
your mobile device. The two main ones out there right  now are CTmod or  Odin, and
depending on which program you use, there is a different procedure. Basically what it
involves is using your computer to remove the old operating system from your phone, and
replace it with a new one that was written by a 13 year old and is exactly the same as the
old one, with one major difference. The user now has root access and can install apps
that their  provider doesn't want them to.  Apps that  let them do things like tether  their
unlimited  internet  from  their  phone  onto  their  wifi  only  iPad  or  laptop  when  they're
traveling. 

There is, however, danger in jailbreaking or rooting a phone. If  any one of the steps are
done incorrectly, or the wrong operating system is picked for the phone being rooted, this
can lead to what is referred to as "bricking" the phone. When a phone is bricked, the
phone will no longer load up, and if there wasn't a backup done on the phone before
attempting to root it,  that  phone is  now a $400 paper weight,  because jailbreaking a
phone nullifies the warranty. 

The other drawback is, normally when your provider sends an update to your device, you
click ok, the update installs, and you go about your business. When your phone is rooted,
you have to wait for someone to figure out what the update does exactly (which usually
happens the same day the update is released), then you have to go through the whole
jailbreaking process all over again to install the new and updated operating system. For
more information on jailbreaking, bricking, and about mobile devices in general, there is
an extensive forum pertaining to mobile devices and about every phone out there at
www.androidforums.com.
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Game On: Jace's Journal

Short Message Service (SMS) can carry 160 characters over a mobile data packet
network. Some of the beauties of using SMS are that it is low bandwidth and I’m fairly
sure the sent text message arrives to the dude I sent it to, unlike email. 

Known techniques of crashing GSM handsets  via SMS messages include sending a
message with 160 dot or dash ('.' or '-') characters in a row to a person with an old-
style  GSM  handset,  or  by  sending  SMS  messages  with  a  malformed  User  Data
Header. These are old exploits and most of these issues have been fixed long ago. I
tried some of these exploits before with limited luck. 

SMS hasn’t  been exploited nearly as much as other  communication programs out
there. Over  the  years,  most  SMS  vulnerabilities  have  been  limited  to  cell  phone
manufactures and their poor handling of those types of services. The SMS protocol is
usually not the security issue, but how the phone maker uses SMS with other services in
the device itself is the problem. 

Multimedia Messaging Service extends the capabilities of SMS to send photos, video,
and audio. MMS can use SMS to tell the MMS client (receiver) that a MMS file is being
sent  to  that  device. Once  the  SMS  protocol  receives  the  notification  of  such  an
inbound  package,  the  MMS  client  is  activated  and  responds  according  to  its
configuration  (download message or  defer  for  download at  a later  time). In most
cases, the data is sent through a WAP/Push protocol. MMS data is not limited to 160
characters, in some cases, there is no upper limit to the amount of data that can be
pushed through MMS as long as the network infrastructure can support the file size. 

MMS is  used  to  stream  video  from  one  place  to  another. The  video  and  stuff  is
basically sent in real-time. This just means that there is a limited delay when someone
sends a movie of their cat driving a car. 

MMS started as a paid service, as in “Pay for Porn” service. Some perv would pay to
download a dirty picture, so the cash always came first. As MMS grew in popularity,
the payment portion of the protocol began to have plenty of problems. Nice “P’s”?

No really, when the  cellphone companies  were looking at  ways to  increase their
cashola, they thought people would be willing to pay to post pictures or send video
to  other  friends'  phone  accounts. They  were  wrong. Along  came  web  sites  that
allowed users to load up their own media for free, sharing that media with whoever
they wanted. 

Another  cool feature of MMS is the API builds to send mini-presentations like stock
quotes, movie trailers, sports and news reports. This information is all designed to pass
through mobile networks at 3G and above bandwidth. The problem comes in when
those  PHP  built  APIs  aren’t  fully  secure  or  tested  for  possible  vulnerabilities. This
basically means that those web servers are using HTML5 as the interface and need to
deploy PHP scripts to run APIs for executing SMS and MMS functions. The whole thing
works when assembled correctly. If it was assembled correctly, at all.

Neither SMS nor MMS were built with security in mind. The security portions of these
messaging protocols were left up to the cellphone carriers to handle.

Exploits in both SMS and MMS are mainly found in how web-based message handlers
(from all the current social media platforms) program their PHP scripts or widgets. Lots
of messaging services allow a user to link their phone number to their account with
that organization. By doing this, the user can just send or receive a message update
without having to enter another form of authentication like a PIN, password, or email
address. If the PHP script/widget allows user input to modify settings without verifying
the owner of that account or if the script doesn’t validate that user with every input,
that script can be modified by anyone with some brains. This means that anyone can
change other user account settings without their approval by altering either the user
verification code or the profile ID linked to the user’s phone number. Yikes. 
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The blame goes on whoever wrote the web scripts/widgets for not checking it against
all variables. It happens all the time. MMS and SMS can be exploited by the same old
tricks used everywhere like buffer overflows, not validating user input, not validating
user  (at  all),  header  spoofing,  social  engineering,  DDoS and malware. It  seems as
though nothing ever changes out there.

Apple, Samsung, Facebook, and all  of the major players out there have had their
share  of  attacks  and  published  exploits. Some  organizations  are  quick  to
acknowledge an identified weakness, while others can take months to fix a simple
issue (hint,  rhymes with Snapple). Samsung fixed a minor bug in a single day, once
they were notified of the exploit. Way to go, Samsung.

The hard part about locating exploits in MMS and SMS is running tests without racking
up a huge phone bill. Only a few companies offer free unlimited texting. Researchers
get around this network problem by simulating their own message network. Rooting a
mobile device has nothing to do with a vulnerability or exploit because the client is
the only program on that device. All the hard work of sending, notifying, retrieving,
acknowledging,  delivering,  and confirming a message is  done inside the  network
through binary blobs at the message proxy relays. Say that five times really fast. 

Malware is being published through MMS and SMS, mostly by social engineering. It‘s
the same old tricks used with email social engineering. I don’t open a message from
someone I don’t know and I am not stupid enough to click on a link in a message
even if  it  came from someone I  know. Just  like  any technology,  it  works  like  it  is
supposed to and can be abused or hacked with a little research. 

Game continues...

Mobile Phone Operating Systems

Android

Android, Google's operating system for mobile devices, has a user base growing at an
astonishing rate, currently at over 900,000 phone activations a day. It is based on the Linux
kernel  and  includes  libraries  developed  in  different  programming  languages.  Its  user
applications  –  known  as  apps,  run  inside  the  Dalvik  Virtual  Machine.  Applications  or
games  can  be  installed  through  Google  Play  or  through  other  methods  of  open
distribution.

Figure 17.2: Android
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Android apps are written in Java using the Android SDK. As Android gained popularity, as
with any platform, it was targeted more and more by different threats, including botnets
and SMS trojans.

Figure 17.3: Market share

Something often discussed with regards to Android is how its updates are handled. While
it's  Google that releases the updates, carriers and OEMs are the ones who provide the
updates to users. This can cause some serious delays. These delays do more than leave
users without the newest features – they leave many users without the protection of the
latest bug fixes. At times, the majority of Android users may be running outdated apps for
months. Some users may even buy their phones with outdated software, new in the box. 

This fragmentation in Android's versions causes a lot of devices to be vulnerable even to
known threats. As you will see in module 17, this can lead to an attacker getting private
user information using an exploit targeted against these older versions. 

Android has hundreds of  thousands of apps, which can cause security issues for users,
something we'll discuss in later sections.

iOS

Apple has its own operating systems for mobile devices, including iPhone, iPad, and iPod.
iOS is developed entirely in Objective-C, C and C++. The official repository is the App Store
from Apple. Those users that want to install applications outside the official repository will
have to jailbreak their iPhone. This has to be considered a security breach because they
will have to use an exploit to be able to install unofficial applications. 
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Figure 17.4: iOS

One of the very first jailbreaks for this OS had a huge security breach, for those users that
jailbroke their devices: a SSH service was started with a default password ('airplane'). For
this reason an attacker who found a jailbroken devices in his range (through the wireless
phone network  or  someone  connected at  a coffee shop) could access  all  the  user's
information. One of the malware detected for this platform used this vulnerability to infect
many devices in Australia and Europe; this worm was named iKee.

BlackBerry

Research  In  Motion  (RIM) developed  this  OS  for  its  BlackBerry devices.  BlackBerry
smartphones  have been adopted by companies all over the world. They offer different
software  for  enterprise  management  of  these  devices,  in  order  to  provide  a  robust
infrastructure and a high security platform to prevent data breaches.

RIM provides  their  own  application store,  from which  users  can  download and install
applications for their personal or professional use. 

Windows Phone

Microsoft also has their  own mobile platform; at the beginning it  was named Windows
Mobile but their most recent release is Windows Phone

Symbian

Symbian was originally based on Psion's EPOC, has gone through several versions, and runs
on ARM processors. The company Accenture provides software support and applications
for the Symbian OS. Nokia dropped Symbian in 2011 and announced it would migrate to
Windows Phone. Apps are written in a Symbian specific C++.

Mobile Phone Threats

As you could imagine there exist a lot of different kind of threats for mobile devices. We
have to take into consideration from the risk of losing our own devices with all the data we
have  in  them,  to  the  possibility that  malware  would  steal  your  private  information,
including social networks email or banking credentials. In this section we will introduce you
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to the most important topics regarding the mobile devices that you might encounter in
the real world. 

Social Engineering

This might be the oldest kind of threat you might know about. It's very important to
notice  that  Social  Engineering includes a set  of  techniques  that  will  try  to  exploit
personal characteristics such as curiosity, greed, fear, laziness, or even joy. 

Let's suppose the following scenario: you receive an SMS from an unknown number. It
says that you have won a prize and in order to get it the only thing you need to do is to
reply  to  that  SMS  with  your  name,  email  account  or  any  other  kind  of  personal
information. 

If you were deceived by this message, now the person who sent this SMS to you, knows
not only that the wireless phone number is active, he also knows who you are, and any
extra data you sent. We know that this might sound silly but it is quite effective. Thousands
of users reply to this kind of message and different charges might apply to their mobile
account. We're talking about $1.50 for each message that the user replies to. 

Exercises

17.6 Search the Web for any kind of threat that has used Social Engineering to
fool users into signing in into a premium SMS number. 

17.7 Find  threats  that  cause  the  phones  to  silently  dial  premium  numbers
without telling the owner.

17.8 How may these threats be stopped? What should you do?

Malware

You learned in  Lesson 6 about the different types of malware and how to protect your
computer from them. You might find this section quite familiar due to the different kinds of
threats available for desktop computers that could affect mobile phones.

Just to refresh your memory, malware is the acronym for malicious software. It is any kind
of application that will harm user privacy or take over the device to provide any kind of
benefit  to the attacker. We have talked about trojans, worms, viruses , and you might
have guessed that with mobile phones, smartphones and all the capability they have,
cybercriminals  are  developing  their  malicious  applications  for  these  types  of  devices,
including tablets.

Let's include, as malware, SMS trojans, mobile botnets or any other harmful application for
your mobile devices. An SMS trojan will use Social Engineering to try to hide the malicious
activity from your phone. When you install or execute the malicious application it will send
an SMS to a premium number and you will be charged for those SMS in your bill. 

You will not notice that this happened if you do not pay attention to the applications you
are installing and to your charges. One of the most affected Operating Systems is Android.
Many malicious applications have been reported for this platform, and this goes from SMS
Trojans like Android/Raden up to mobile botnets like Android/DroidDream.

Malware  for  mobile  devices  is  not  something  new;  one  of  the  very  first  malicious
applications that infected smartphones is known as Cabir. This malware was able to infect
Symbian and Windows Mobile in the 2004.

Exercises

17.9 Search the web for more information about Cabir, Raden and  Geinimi and
how they work. Answer the following questions:

• How did Cabir spread from one device to another?
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• Why did DroidDream receive that  name? Hint:  it  was related to the way it
worked.

• Which technique did Raden use to avoid calling the user's attention when it
received a new SMS?

• How did Raden subscribe the user to the Premium number?

Smishing and SMS Spoofing

Just as fake emails are sent from unknown accounts, try to fool the user and lead them to
phishing servers, SMS can be used for this purpose. Another possible type of attack that
you could find is when a strange message arrives to your wireless phone announcing that
you've became the winner of a great prize. You only have to follow the link given in the
SMS. But this smishing message could lead to a fake website that hides an exploit or simply
try to get your credentials for social networks, like Facebook, Twitter and so on. It is also
possible to alter – spoof – the text message sender. Have you ever received a message
with “textsender” instead of a number, which is mapped to your address? The sender was
forged, but this is not necessarily a bad thing. When in doubt, check for the SMS server.
Typically there are dedicated SMS servers for each phone carrier.

Search for the way to use your phone to see SMS servers for messages. Then check the
SMS server numbers from your friends. Sometimes the number is from the same carrier. If
you received some messages with forged “text” sender, identify the server number and
search on the web to find the service used.

Phone Theft

Phones are smart devices in which you store a lot of personal data: address book, emails,
passwords  (such  as  social  networking  sites),  photographs,  call  logs.  What  happens  if
someone steals your phone? A thief that wants your “hardware” usually wipes the phone,
memory card and trashes the SIM card, but what if a thief wants your data?

First, regularly back up your data. Protect yourself by using encryption software to encrypt
your  personal  data;  lock  the  screen with  a  password  or  PIN  and  use  remote  wiping
software in case of emergency. Always use a PIN on your SIM.

Exercises

17.10 Find an easy, convenient way to back up your mobile device's data to a
different storage device. Decide on how often to do this. Discuss your choices with
your friends. Why do they, or do they not, back up their data, and how do they do
so?

17.11 Search  for  encryption  software  you can  use on  your  phone.  Does  the
software  encrypt  your  phone after  a period of  not  using the  phone? Does this
interfere with any backup system you are using?

17.12 How can you choose a reasonably difficult PIN, password or passphrase for
your  mobile  devices?  If  you  have  not  done  so,  change  your  PIN,  password  or
passphrase to a more difficult-to-guess version.

17.13 Find out if you can use a password on your SIM card. Should you use one?
Do your friends know about this capability?

Bluejacking and Bluesnarfing

One of the communication  protocols most used by mobile devices is  Bluetooth.  Using
Bluetooth, you can connect your phone to your PC, headsets and so on. But it can also be
an access for malware or bad people. Your Bluetooth can be “discoverable” (Bluetooth is
on and your  phone communicates  to  other  devices  it  is  up and available);  “hidden”
(Bluetooth is  on  but  communicates  only  with  devices  already  paired);  or  “disabled”
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(Bluetooth is off). Even if you're “hidden”, someone can access your device using brute-
forcing techniques due to the simple structure of the Bluetooth protocol.

Exercises

17.14 Search for how to  disable Bluetooth  and turn  on it  only when is  strictly
necessary.

17.15 Search for how you can discover which devices are paired to your mobile
device  or  laptop.  How  can you  block  a  device  from pairing  with  your  mobile
device?

17.16 Find out how far someone can be and still execute Bluetooth attacks. Look
for the term bluesniping. Find out what equipment and software is required. 

17.17 Can  your  mobile  device  be  use  for  Bluebumping,  Bluejacking and
Bluesnarfing? What does it take (software or hardware)? Where is this available?

17.18 Other  than  disabling Bluetooth,  is  there  a  way  to  protect  your  mobile
devices from Bluetooth attacks? How about your friends' mobile devices?

17.19 In addition to Bluetooth,  do your mobile devices use any other  wireless
technologies, such as WiFi, GPS, or cell phone networks? Find and consider installing
software  that  will  limit  which apps  can  access  which  features  and  data,  and
whether those apps may transmit that data.

17.20 Search  for  attacks  against  your  mobile  devices  using  those  additional
services, and then search for ways to  protect your mobile devices. Should you or
should you not implement these protections? What capabilities will you lose? What
will you gain?

Game On: Truth or Consequences

Coolly’s mind was spinning like a scared mouse on a treadmill. Nothing was coming
to him. The mouse ran faster. 

“How do we get the messages when they are on Glorian’s phone?” Coolly asked for
the third time in thirty seconds. 

Jace was thinking more like a computer, slipping through dozens of possible solutions,
pulling open an answer and putting it back away when it didn’t match their problem.

“I know what we can do! We can take the data that we don’t have and work with
that to prove you didn’t do what they said you did,” Jace spoke aloud. She knew
what she needed to do but didn’t need to explain it to anyone. 

“Huh,” Coolly responded dazed.

“Never mind, just give me your phone and follow me,” she said, standing up and
jogging towards her apartment. 

Back at the lab (more like Jace’s small bedroom in the apartment she shared with her
grandmother,  Sweet  G),  Jace arranged  her  tools  with  precision. Wielding  a  small
Phillips head, she pried open Coolly’s phone to expose the battery, SIM, and guts. 

Coolly couldn’t contain himself, “Wow, I’ve never seen this part of the phone before.”

“Chill dude,” Jace casually responded. Once the small battery was removed, the SIM
slid  out  from the  phone with  a slight  tug. Jace used plastic  tweezers  to  hold the
intricate chip. 

“Is this the same chip that has been in the phone since you bought it?” Jace asked
already knowing the answer.

Coolly said, “Yup.” Jace slid the chip into a small USB device. Once the chip was
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locked into the device, Jace plugged the USB portion into her laptop. After several
minutes of running programs on the chip, Jace seemed pleased with the results.

“Coolly, when did they say the messages were sent?”

He replied, “See, that’s the funny thing. I wasn’t even around when Glorian got those
texts. I  was on a cruise with my parents. I told the VP but he said I could have sent
them from the ship and he didn’t want to listen to me.”

Jace said,  “Good enough.” She  unplugged the  equipment  and reassembled the
phone. “Let’s go see the VP about those messages.”  Jace stopped and said, “Give
me a second. I’ll meet you downstairs.”

After a short meeting with the school VP, they waited their turn for an answer.

Two days passed. 

The echo of fine leather shoes graced the school hallway as a handsome gray-haired
man presented himself to the school meeting room. With a movie star smile he asked,
“What is this all about? I am not terribly pleased to be away from my office so I’d like
to  get  this  whatever-it-is  over  with  as  quickly  as  possible.”  The  gentleman’s  eyes
covered the whole room, ensuring he met each person with full eye contact.  Jace
blushed when she met with his charming pupils. He smelled nice, Jace noticed.

The school VP stood up and told the debonair dude that this was merely an attempt
to clarify a few issues with his daughter’s complaint against Mr. Coolly. The VP said
with a slight stammer, “Sir, your time will not be wasted. We just ask that you give us
consent to reevaluate your daughter’s version of what happened that caused her file
a serious grievance against Mr. Coolly, a fellow student.” Jace had no idea that the
VP could speak so well, even if he was sweating from head to toe.

The oversized conference table assembled Coolly, Jace, Glorian, the VP and now
Glorian’s  stepfather. Jace  remembered  to  be  clear  on  the  father-in-law  part,
here. Glorian didn’t look or act anything like this guy sitting next to her. 

Once the introductions were finished, the VP simply turned the floor over to Jace. 

Her knees knocked together and her heart pumped way too much blood. She spoke,
“Glorian,  we  have  found  problems  with  your  version  of  how  the  SMS  and  MMS
communications occurred. We have asked for this  meeting on before, I  mean, on
behalf. Errr.” Jace lost her momentum. She saw black circles in front of her eyes. Dizzy,
dizzy, the room is swirling. Jace felt like passing out.

Coolly braced Jace, stood up and said, “Glorian, we want to see your cellphone. We
want to see those text messages that you claim were from me!” Jace melted back
into her chair to compose herself. 

“Okay,”  the  father-in-law  said  as  calm  as  ordering  a  sandwich. “Give  ’em  your
phone,” he ordered Glorian.

“I  don’t got it. I  lost it,”  was her reply. The father-in-law reached into her bag and
pulled out her phone since he knew her better and seemed irritated at her lie. The
phone slid across the table and parked itself right next to Jace’s laptop. Jace gently
opened the phone up and saw the screen come to life. Perfect.

After a few moments, Jace was in her world and she had the information she needed
to appeal Coolly’s conviction as a cyberbully.

Jace  stood  up  and  turned  her  laptop  around  so  that  everyone  could  view  the
screen. 

Clearing her throat, Jace began, “First off, thank you to everyone for coming.”

The VP cut her off, “Get to the point.”

Jace gave the VP the evil eye and continued, “Glorian claims that Coolly sent her
nasty text messages with threats and cruel comments. Glorian also claims that Coolly
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kicked her and posted a video of himself kicking her. That post was also sent via MMS
to  Glorian. These  two  events  caused  Glorian  to  feel  threatened  and  she  filed  a
complaint against Coolly.”

Jace stood boldly behind her computer  with  nothing but a blank screen. “I  did a
forensic analysis of Coolly’s cellphone SIM chip and did not locate any evidence of
those messages being sent. If Coolly had sent those messages, there should be some
data  left  of  those  texts. By  the  way,  I  used  industry  standards  for  the  forensic
evaluation of that SIM card.” Jace saw nothing but blank stares across the room. 

She continued, “Next, those messages were sent at a time when Coolly wasn’t able
to reach anyone by cellphone or text. He was on a month-long cruise with his family
when those texts were sent. Yes, you could argue that Coolly could have sent them
from the cruise ship but the cost of such an act is unreasonable.”

Jace  slid  across  the  table  a  copy  of  the  price  chart  for  using  onboard
communications while on the cruise ship. She asked, “Would you really spend that
kind of money per letter to taunt someone? Adding up the costs, Coolly would have
had to spend his college savings to pay for those messages.” 

Jace heard grumbles from the VP, the father-in-law, and she heard knuckles popping
across Glorian’s chin, followed by a long yawn. “Those basic facts persuaded the VP
to call for this meeting and ask to see Glorian’s cellphone.”

Jace felt the momentum building in her stomach and it felt exhilarating. “Now that I
have Glorian’s cellphone and a bit more information I can prove that Coolly did not
send a single one of those messages to Glorian.”

The VP cut her off again, “Get to the point.” 

“SMS and MMS communications have header information that contains data about
who is  sending  the  message,  when  the  message  was  sent,  who  the  message  is
intended for, if  the message was delivered and received, and stuff  like that.  Each
communication carrier uses slightly different methods to start  the message process
but  all  of  them  use  pretty  much  the  same  protocol. If  one  organization  used  a
different  protocol  then  nobody outside that  network  would be able to  read that
message. With MMS, the content is broken down using MIME. MIME takes programs
like audio or video and turns them into ASCII text. This text is sent and decoded by the
receiving client, which reverses the MIME format to become the original file.”

Crickets chirped in the silence. Jace looked around to see if anyone understood what
she was saying. Nope, just blank looks on everyone’s face.

“Glorian  sent  those  messages  to  herself  and  pretended  that  they  came  from
Coolly. Here, I’ll show ya,” Jace said giving up the lecture on text messaging. 

The father-in-law stood up as if to leave but instead told Jace, “Yes, I understand. My
daughter set up Coolly by faking those text messages. She’s done this before. I  am
sorry Coolly for your trouble and I appreciate your time.”

Instinctively the VP cut him off. “Get to the point,” he said, shocked at himself. He
didn’t just tell a parent to “get to the point”, did he? Yes he did. 

Without skipping a beat, the father-in-law grabbed his daughter’s phone, placed it
on the floor and stepped on it. His expensive leather shoes crushed the device in two
stomps. He followed that act up by telling his daughter-in-law to pick up the trash and
expect to have a long talk when she got home. 

Jace cringed at the sight of a digital device being crushed like that. Glorian wasn’t
too happy either. 

As the VP followed the well-dressed gentleman out of the room, he stopped and slid
a small white business card across the table to Jace. “Jace, you know your technical
stuff, give me a call sometime. Our company is always looking for new talent and you
certainly have plenty of that,” the dad said with a wink. Jace blushed again.
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Game Over

How To Secure Your Phone or Mobile Devices

In order to keep your phone safe from various threats we will now share with you a few
recommendations that will help you to keep the data you store in your device secure.

1. Back up your information regularly. You paid for all those songs, movies, books, etc.
How can you keep a restorable copy in case your device gets dropped, stolen or
damaged?

2. Lock your device with a PIN, password or passphrase

3. Download applications only from trusted sources. (Which are those sources, for your
devices?)

4. Use security software to encrypt your private and/or personal data

5. Use a service for remote wipe if your device gets stolen or lost. Note that you must
usually subscribe to this service before losing your device.

6. Install software and applications updates, but from known-good sources.

7. Disable features not currently in use, such as Bluetooth, infrared or wireless.

8. Use caution when opening email or text message attachments or clicking unknown
links. Who sent you this? Do you really know them? Why would they send you this
message, on this topic, at this time? Are you expecting it?

9. Verify the applications you download before you install them. Check the hash values.

10. Use official application repositories (App Store, Google Play, BlackBerry Store, etc).

17.21 Note down the IMEI Number on your mobile phone and serial number of
your SIM. Keep that information where you can get it quickly if your device is lost or
stolen.

Exercises

17.22 List  5 malicious applications  that  have been reported for  each of your
mobile devices, and list their main characteristics

17.23 List four Operating Systems for mobile devices and create a table with the
main characteristics they have.

17.24 Research about hacking tools published for your mobile devices and how
they are used.

17.25 Try to install  Android SDK, mount the emulator and install one application
on your computer.

17.26 In earlier exercises, you searched for various apps that could be used to
collect or steal data or information from your devices. Download and install those
applications to the emulator on your computer.  Run them and see what you can
“steal” from the virtual device. 

17.27 Download and install  the security software in the emulator. Does it  find,
alert on or stop the malware applications?
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